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Disclaimer

The views and opinions expressed in this presentation are solely those of
the individual presenters and do not necessarily represent the views,
positions, or policies of their respective employers, or any of their
affiliates, directors, officers, or employees.

The content is provided for informational purposes only and should not
be construed as official guidance, policy, or endorsement by any
organization with which the presenters are affiliated.



Agenda

1. Risk management frameworks for Al-enabled medical
devices

2. Understanding fundamental differences in deterministic vs
non-deterministic medical devices

3. Case-study: example of assessing risks for Al-enabled
medical device



We just see the tip of the iceberg...
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Risk management across AlILC

Blog: A Lifecycle Management Approach toward Delivering Safe, Effective Al-enabled Health Care | FDA



https://www.fda.gov/medical-devices/digital-health-center-excellence/blog-lifecycle-management-approach-toward-delivering-safe-effective-ai-enabled-health-care
https://www.fda.gov/medical-devices/digital-health-center-excellence/blog-lifecycle-management-approach-toward-delivering-safe-effective-ai-enabled-health-care
https://www.fda.gov/medical-devices/digital-health-center-excellence/blog-lifecycle-management-approach-toward-delivering-safe-effective-ai-enabled-health-care

Risk management frameworks for
Al-enabled medical devices

AAMI 34971



AAMI 34971 vs ISO 14971

Risk Management Frameworks for AI-Enabled Medical Device

Risk management plan

1ISO 14971:2019

Risk analysis

— Intended use and reasonably foreseeable misuse
— ldentification of characteristics related to safety
— ldentification of hazards and hazardous situations

— Risk estimation

Risk evaluation

v

Risk control

— Risk control option analysis

— Implementation of risk control measures
— Residual risk evaluation

— Benefit-risk analysis

— Risks arising from risk control measures
— Completeness of risk control

.

_l

Evaluation of overall residual risk

.

Risk management review

:

Production and post-production activities

— General

— Information collection
— Information review
— Actions

Risk assessment

Risk management

Introduction BS/AAIV” 34971:2023
1 Scope
2 Normative references
3 Terms and definitions
4 General requirements for risk management system
4.1 Risk management process
4.2 Management responsibilities
4.3 Competence of personnel
4.4 Risk management plan
4.5 Risk management file U_S ?r
5 Risk analysis trainin g
5.1 Risk analysis process
5.2 Intended use and reasonably foreseeable misuse VI
5.3 Identification of characteristics related to safety
5.4 Identification of hazards and hazardous situations
5.5 Risk estimation
6 Risk evaluation Ex P lainabil |ty
7___Risk control
8 Evaluation of overall residual risk =
9 Risk management review
10 Production and post-production activities ° o
- ata




FMEAs: TRADITIONAL vs Al

FMEASs for Al enabled medical devices: what’s different?

4 N /4 N\ 4 ~N
DETERMINISTIC Process
MEDICAL
DEVICES \ ) 9 ) L )
Detect hCG .
Clinician is aware of miU/mL
mechanism of action
Explicit,
deterministic, and How pregnancy strip tests work .
reproducible - Hardware failures

«—Ab conjugated GNP

Manufacturing
defects

«—HCG Ab specific Ab Expired reagents

(lgG specific secondary Ab)

Image Source: https://www.youtube.com/watch?v=Tv9B4m70364



https://www.youtube.com/watch?v=Tv9B4m7o364

FMEAs: TRADITIONAL vs Al

FMEASs for Al enabled medical devices: what’s different?

IN[O1\E
DETERMINISTIC

MEDICAL
DEVICES

Opaque,
probabilistic, and
non-reproducible

Input

Data

Black Box

Dermoscopic or
smartphone image
of a skin lesion

( A\

Process

Clinicians cannot see which specific pixel

patterns or anatomical features led to that
decision

* The network may attend to subtle
texture, color gradients, or
vessel-patterns that are not visible or
interpretable to dermatologists, even
with saliency maps.

 The same image resized,
color-corrected, or captured under
different lighting can yield different
outputs, despite the input being

“essentially” the same.

Classification (e.q.,
“benign,”
“indeterminate,”
“malignant”) with
confidence.

Out-of-Distribution
input
Small/overfitted

datasets
Data bias



Failure mode and effects analysis for tablet packaging
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Process
step/input

Sealing/

temperature | high

Sealing/

temperature | high

Sealing/
press time

Sealing/
press time

FMEA

standard operating procedure

RPN = risk priority number

S0P

What is FMEA? Failure Mode & Effects Analysis | ASQ



https://asq.org/quality-resources/fmea

Case study:

CT Perfusion image analysis software for
stroke assessment



CT Perfusion Analysis Software: Process __

S te p S / \ (ph)?sric::fiiissi,o rr:(leIZical

technicians)

_..——»O'——»-/l}-/l'—r

- —
DICOM CT Perfusion Image Viewing Image Prnce:c.sing Perfusion Parameters Aid to Clincian
Input k & Analysis / Tissue flow & blood volume
Intended Use: Visualization, processing, Functionality:
analysis of CT perfusion data for clinical * Viewing, processing, analysis of CT perfusion images
decision support for ischemic stroke detection « Visualization of contrast over time
e Calculation of perfusion and blood volume
Regulatory classification: Class Il (510(k)) parameters

STEP 1: What is the process step/input under investigation?



CRITICALITY OF THE DEVICE

How critical are Al outputs on patient

safety?

Level of human control on output

Table D.2 — Possible adaptation of SaMD Categories to autonomous systems

Critical

Accurate/timely
action vital to avoid
death, long-term
disability, or serious
health deterioration;
may impact public

health.

State of Significance of information provided by SaMD to healthcare decision
healthcare Treat or diagnose Treat or Treat or Drive clinical Inform clinica
situation or with no intervention | diagnose with | diagnose with | management 1anagemen
condition possible override approval

TBD TBD v 1 Il
Serious TBD Y 11 I I
Non-serious v 111 II I I

[SOURCE: Building Explainability and Trust for Al in Healthcare, Xavier Health [18]]

Serious

Accurate
diagnosis/treatment
vital to avoid
unnecessary
interventions or
mitigate long-term
irreversible
consequences.

Note: Lay users
without
professional
support > treat as
Critical.

Moderate
progression (often
curable); no major
interventions; not

time-critical.

Not fragile.

Specialized or lay
users.

Non-Serious

Accurate
diagnosis/treatment
important but not
critical for avoiding
irreversible
consequences.

Slow/predictable

progression

(minor/chronic);
manageable;
minor/noninvasive
interventions.

Individuals (may not
be patients).

Specialized or lay
users.

Relate back to intended use

"Software as a Medical Device": Possible Framework for
Risk Categorization and Corresponding Considerations


https://www.imdrf.org/sites/default/files/docs/imdrf/final/technical/imdrf-tech-140918-samd-framework-risk-categorization-141013.pdf
https://www.imdrf.org/sites/default/files/docs/imdrf/final/technical/imdrf-tech-140918-samd-framework-risk-categorization-141013.pdf

POTENTIAL FAILURE MODE

Identify Potential Failure Modes for process step (image analysis)

Algorithmic
Bias

System Automated
Unavailability Output

And Latency Overtrust

Protocol input is not equivalent to the software’s

intended operating conditions.

potentl Most CT perfusion software expects
Black Box otential

Failure Modes Data

Behavior And
Lack Of

Explainability

for process
step (image
EREWAIR))

Acquisition &
Protocol Input
compromised

a standardized protocol and specific
DICOM metadata (slice thickness,

reconstruction kernel, contrast timing,
table position, acquisition timing).

Uncontrolled
Post Market
Model updates

Data Drift
Overtime

Out Of
Distribution
Inputs

STEP 2: In what ways does the key input go wrong?



POTENTIAL FAILURE EFFECTS
AND SEVERITY

Identify Potential Failure Effects and Severity

System
Unavailability
And Latency

Black Box
Behavior And

Lack Of
Explainability

Uncontrolled
Post Market
Model updates

Algorithmic
Bias

Potential
Failure Modes
for process
step (image
EREWAIR))

Out Of
Distribution
Inputs

Automated

Overtrust

Data
Acquisition &
Protocol Input
compromised

Data Drift
Overtime

Potential effects of failure: OOD parameters have

clinical effects

Software may fail to:

Decode or pre-process DICOM
incorrectly (compromise reliability)
Produce biased or unstable
perfusion maps

Greater risk of false positive or
false negative results

Silent failures

$

5 (Critical/Catastrophic)

STEP 3 and 4: What is the impact on the key output variables (patient safety)?
How severe is the effect to the customer (patient)?



POTENTIAL CAUSES

|[dentify Potential Failure Causes

Algorithmic
Bias

System Automated
Unavailability Output
And Latency Overtrust

Black Box
Behavior And
Lack Of
Explainability

Uncontrolled
Post Market
Model updates

Potential
Failure Modes
for process
step (image
EREWAIR))

Out Of
Distribution
Inputs

Data
Acquisition &
Protocol Input
compromised

Data Drift
Overtime

Potential Causes of Failure

-_—

Incomplete/corrupted DICOM data
from non-standard scanner protocol

Al model receives out-of-distribution
imaging parameters (unknown image
characteristics)

STEP 5: What causes the key input to go wrong?



OCCURRENCE

] PMS updates RM
Estimate Occurrence P

Software fails to
process/decode <1 event per ~1k-
Corrupted/missing DICOM (e.g., 10k transfers. PACS
input data to Al missing tags, frame data/clinical
. . [ 0.1 0.1 0.01 .
perfusion analysis misalignment), reports confirm
software. producing invalid "remote" but not
perfusion maps rare.
(CBF/Tmax).
Data Acquisition &
Protocol Input
compromised
Model outputs
unreliable .
. . . Trained
Input outside perfusion metrics . .
. . radiologists
trained (biased cross-check with
distribution (e.g., CBF/CBV), 0.01 0.01 107-5
. . CTA/NCT;
unusual kVp/slice potentially .
thickness) misleadin mismatch errors
' >eading caught ~99%)
clinician
interpretation.

STEP 6: How often does cause of failure mode occur?




CURRENT CONTROLS

What current controls exist? Multi-scanner

Mandatory clinician

' review & confirmation
. for all results; system

labels as decision
support only

validation during !
Design . development; diverse '
Controls i training datasets !
across demographics |

-

_________________________________

Automated protocol

verification at data

intake; quality flags
for atypical/low-
confidence cases

Human Current Process
Controls Controls Controls

POSt'r_narket | Monitoring
surveillance i Controls

comparing algorithm

performance by
scanner type

STEP 7: What are existing controls?



DETECTION

How to estimate detection?

Incomplete/Corrupted DICOM data from
non-standard scanner protocol

2 (High chance of detection)

Often caught automatically (80-95% via
header validation); e.g., CT software flags
non-standard syntax. Rare misses in rushed
workflows.

Al model receives OOD imaging parameters
(unknown image characteristics)

3 (Moderate chance of detection)

Effective with Al QC (90%+ AUROC in
studies); e.g., iStroke/RAPID flags poor
mismatch. Lower if subtle shifts.

STEP 8: How well can you detect cause of failure mode?



Putting it all together!

RPN and downstream activities



RPN AND DOWNSTREAM
ACTIVITIES

RPN and Downstream Activities

Before Mitigation After Mitigation

. AddLl. Risk . .
Detection Controls Severity Detection

Incomplete/corrupted Additional risk control Input data

Process Potential Potential Failure

i Potential Causes
input Failure Mode Effects Severity

. controls input lidation,
Software may fail to: DICOM data from non- & validation
5 standard scanner 5 standardize 3 2 30
ata protocol it
Acquisition = Decode or pre-process Critical/
& Protocol DICOM corractly Cititierzll catastrophic
Imagg *  Produce biased or catastrophic Alarm ()
analysis Input unstable perfusion (5) Al model receives out- R R
compromis maps of-distribution imaging systemto
ed = Reduce risk of false S flag 1 20
positive or false .p o 4 3 60 incompatibl 4
negative results image characteristics) einput

Additional risk control
improves detection

Refer to BS/AAMI 34971 for
between hazards, foreseeable
sequences of events, hazardous
situations, harm and potential
risk control measures




Conclusion

Integrating thoughts into the Al Lifecycle (AILC)



Early alerts and warning letters
- —

RAPS Key Takeaways

e Al risks hide below the surface — continuous
vigilance required.

Overfitting ; g
ata drift

 Risk management spans the entire Al lifecycle.
Inadequate

« Al behaves non-deterministically — design validation ) Poor data quality
accordingly.

Data robustness

« FMEA must account for Al-specific failure modes.

Regulators expect lifecycle readiness, not
point-in-time compliance




Key Takeaways

Al risks hide below the surface — continuous

vigilance required. overiiting Lol
Risk management spans the entire Al lifecycle.

... . Inadequate \ :
Al behaves non-deterministically — design validation _ J Poor data quality

accordingly.

Data robustness

FMEA must account for Al-specific failure modes.

Regulators expect lifecycle readiness, not
point-in-time compliance
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Regulatory Affairs and Quality ||
Medical Devices and Digital Heal...
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